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Topics:

1. Planning and Recon;
2. Scanning;
3. Vulnerability Scanning;
4. Exploitation;
5. Web Apps;
6. Reporting;
7. Resources.





1.Planning and Recon:

1.1 Scoping;
1.2 Whois;
1.3 Host;
1.4 Dns Analysis;
1.5 Load balancing detection;
1.6 Firewall detection;
1.7 Document Metadata Analysis;
1.8 Web search ;
1.9 Extras.
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1.5 Load Balancing Detection:
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1.6 Firewall Detection:
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1.7 Document Metadata Analysis:



1.7 Theharvester:
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1.8 Web Search:



1.8 Google Hacking:
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1.8 Wayback Machine:

https://archive.org/web/
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1.8 Shodan:

https://www.shodan.io/
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1.9 Extras:

• Browser extensions;
• Public profiles;
• Subdomain enumeration;
• Directory bruteforce.





2. Scanning:

2.1 Network sweeping;
2.2 Network tracing;
2.3 Port scanning;
2.4Os fingerprinting;
2.5 Version scanning .
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2.3 Port scanning :
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2.4 OS fingerprinting:
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2.5 Version scanning :





3. Vulnerability Scanning:

3.1 Discovering vulnerabilities;
3.2 Vulnerability databases;
3.3 Nmap scripting engine.
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3.2 Vulnerability databases :

http://cve.mitre.org/
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3.2 Vulnerability databases :

https://packetstormsecurity.com/
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3.2 Vulnerability databases :

https://www.exploit-db.com/
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3.3 Nmap scripting engine :
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4. Exploitation:

4.1 Exploitation;
4.2 Exploit categories;
4.3 Exploit database;
4.4 Metasploit;
4.5 Exercise.
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4.2 Exploit categories:
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4.2 Local Privilege Escalation exploits:



4.3 Exploit database :

https://www.exploit-db.com/
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4.4 Metasploit:
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4.5 Exercise:

https://tryhackme.com/room/blue
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5. Web Apps:

5.1 Defining a web app;
5.2 Injection attack overview;
5.3 Burp Suite;
5.4 Cross-site scripting;
5.5 Sql injection;
5.6 Exercise.
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5.2 Injection attack overview :



5.3 Burp suite :



5.4 Cross-site scripting:



5.4 Cross-site scripting:



5.4 Cross-site scripting:



5.5 Sql injection:
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5.6 Exercise:

Google Dork:
intext:Copyright © 2019 FordDirect

Payload:
<img src=x onerror=alert(“openbugbounty”)>



6.Reporting:

https://hackerone.com/reports/382321
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7.Resources:
• https://github.com/bugcrowd/bugcrowd_university

• https://www.hacker101.com/videos

• https://www.openbugbounty.org/

• https://pentesterlab.com/

• https://www.hackthebox.eu/

• https://www.vulnhub.com/

• https://tryhackme.com/

• https://cobalt.io/

• https://www.synack.com/red-team/

• https://www.offensive-security.com/
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