LATIONS
AP IIRI‘.I]‘ S“[HI]H H.I’(”Tﬂﬂ‘ilc
MAUMERE BT !.Lurr!:-n .....

CREDIT CARD, E PlI[SlIlNG
SI’H[ARTPHONESz W :

o W 'WRF | fomncoer 0 o

I
| mlun—..\{ E ANALYSIS COMPUT ut:}m—:mm ATIE | lN FDRMAT[DN

lllllll

Zi o
{a:' ) g O EEEEE
el 2 8 2se
.EHmE gE 3 e UEE%
g ljh"l‘fELLlGEHCE e u»-'-ﬂ o B AE
ESECH =
éi PHONE m@ﬁpﬂgggﬂw

https: / /twitter.com/MiguelSantareno
https: / /www.linkedin.com/in/miguelsantareno


https://twitter.com/MiguelSantareno
https://www.linkedin.com/in/miguelsantareno/




@ About v Initiatives v Supporters v Blog v Shop Get Involved

We crowdsource OSINT to
help find missing people.
Become a Part of the Solution

Trace Labs is a nonprofit organization whose mission is to accelerate the family reunification of
missing persons while training members in the tradecraft of open source intelligence (OSINT).

Get Involved

https: / /www.tracelabs.org,



https://www.tracelabs.org/
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Crowdsourced OSINT to Find Missing Persons

Trace Labs is designed to be a catalyst for improving the state of missing persons
location and family reunification. We provide a modern, cost effective and
transparent solution to a problem that is destroying families.

Learn More

https: //www.tre



https://www.tracelabs.org/initiatives/search-party

« MName & Work address & Home address

» Aliases » Work phone + Home phone number

« Birthdate « MNumber » Social media handle (e.g.
« |Ds (driver's license, « Email Facebook, twitter, etc.)

passport, etc.)

https: downloqd tracelabs.org /Trace-Labs-OSINT-Search-Party-CTF-
/ Contestant-Guide v1.1.pdf


https://download.tracelabs.org/Trace-Labs-OSINT-Search-Party-CTF-Contestant-Guide_v1.1.pdf

EMPLOYMENT-15pts

* Business name

e |Ds (badge, license, etc.) o Social media
s Aliases

# Business address & Previous employers

* Manager name e Business phone
« Start date & Email

e End date

* Information from
employer’'s comments

FAMILY-20pts

s Name Work address s Home Address
e Aliases Work phone number « Home phone number

o Birth date Email * Information from family's
e |Ds (e.g. driver’s license, Social media handle comments
passport, library card)

download.tracelabs.org/Trace-Labs-OSINT-Search-Part
Contestant-Guide v1.1.pdf



https://download.tracelabs.org/Trace-Labs-OSINT-Search-Party-CTF-Contestant-Guide_v1.1.pdf

e Address ® Any meaningful interactions e |andlord's phone number

* |nformation from employer's with the landlord * Recent accommodations
comments Landlord's name # Risks in the immediate area

» Habits

* Name « Blogs or forum profile and « Social Media

# Aliases relevant posts Handles/Accounts

e Birth date e Dating site profiles/posts # Personal websites

e Pictures e Craigslist, Kijiji, Reddit or sites e Online resume

e |Ds (e.g. driver’s license, of similar nature profiles/posts e« Emails

passport)

Unigue identifiers ® Brand/model/carrier e Any other information
(e.g. tattoos, scars, piercings) of cell phones about where the subject
o Medical issues * Make/year/colorflicense might be headed

* Habits (e.g. smoking, drinking, plate of vehicles * Previous missing

hitch hiking, hangouts) Video game handles persons history

download.tracelabs.org/Trace-Labs-OSINT-Search-Part

Contestant-Guide v1.1.pdf


https://download.tracelabs.org/Trace-Labs-OSINT-Search-Party-CTF-Contestant-Guide_v1.1.pdf

DAY LAST SEEN-500pts

» Pictures of subject on day last seen (e.g. CCTV) Person last seen with
# Details of subject on day last seen (mood, Intent to meet with someone
altercations, conversations, efc.) Direction of travel
Other details that relate to the day
last seen

DARK WEB-1000pts

« Must be sourced from a “.onion” URL s The sales of goods by the subject
# Picture or details of subject on sites on the dark web
such as Backpage » Any activity or post by the subject
# Discussion regarding subject on dark on the dark web
web sites » Password breach data that includes
the subject's username

LOCATION-5000pts

= Relevant information pertaining to the current » This can include but not limited to new
( ) ( ) location of the subject. information on location

https: //download.tracelabs.org /Trace-Labs-OSINT-Search-Party-CTF-
. Q Contestant-Guide vl1.1.pdf



https://download.tracelabs.org/Trace-Labs-OSINT-Search-Party-CTF-Contestant-Guide_v1.1.pdf



https://www.tracelabs.org/about/search-party-rules

Trace Labs
SEARCH FARTY

Black Badge Silver Badge Bronze Badge

Awarded to members of the 1st place team at Awarded to members of the 2nd place team at Awarded to members of the 3rd place team at
any Global OSINT Search Party CTF. This special any Global OSINT Search Party CTF. any Global OSINT Search Party CTF.
badge provides each member of that 1st place
team with priority entry to any Global
OSINT Search Party CTF event.
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CTF Judge Badge Participation Badge Committee Badge

Judges begin earning their first badge right away By participating as a contestant in a Global The Trace Labs Committee Badges are awarded
as well. At the end of judging their first Global OSINT Search Party CTF you are automatically to those who help complete a project as part of a
OSINT Search Party CTF, they will have earned eligible for the Contestant Participation Badge. committee or continue to the operational

the Recruit Judge Badge. aspects of a committee.

e e ———=
https: //www.tracelabs.org /initiatives /search-party



https://www.tracelabs.org/initiatives/search-party
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© Filotofi OSINT @ Dwayne “The Sock” Johnson Shandyman & The Three Hall Pints @ CS BiBerin @ OSINTITALIA 1 @ Defaware @ Team BG M3SS Palenath Geluchat Calind2 (OSINT-FR) @ KinderBueno Wayside Crows @ Arla @ Nonchalant Greek @ Osintitaka 6 @ Trash Pandas DulchTrace
© AdorabiyParsistentTeam @ APT42-commonjaguar @ S0F347C @ Farmerbol Inc rderWoives @ HuntersoliheF 12 @ Victims of idently Theft! The Musicall @ The Ruby Zoo @ Robimin @ One Clown Circus @ HeyHeyLabs @ TheGemMine @ Oxdrk('s Squad CPU Fan Emor @ BoxedOtve

© Team Ridgeine @ MBS Marvelous @ Prokopton Sock 110 'Em @ OSINTnativ @ IAC - Brasswood @ APT42 @ OSINTITALIA 2 OniyHands @ TnwvdderVim @ The Shadow Gardeners @ ingenium @ hiiu_Se LinkToThePast @ Curious Goldish @ ArcReact @ Balu @ random
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Battlestar Galacica. @ Fowl Owis @ Fledging @ Get The JoJ Done @ OS_imteligence_Agency HAGP4ck @ OSINTITALIA4 @ Chef's Automobile Repar & Liquor @ Doon HEl investigations @ Shiba OSINT Yee_Shal_Find @ OSINTITAUA S DOW BROKIRS @ SearchPartyWoot @ ViangSec
OSINTITALIAT @ Disposabietieros Istand Boys @ BadDragonSuperMachine @ Two MIGHT nol be enough | .fhdiudm © Dorkers pai_ctf_team @ ME| Hawks @ DCS505 @ CyberCats Me, Myseif & |
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Bubble Team @ WDSN @ MPhiME & heDude
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https://miguelsantareno.github.io/novembro.png

Trace Labs Global OSINT Search Party CTF 2021.11rank 15/219
CyberSoc | Cyber Detective CTF rank 39/3030

Contestant - Trace Labs Global OSINT Search Party CTF 2021.08 - DEF CON
Editionrank 21/142

Contestant - Trace Labs Global OSINT Search Party CTF 2021.06 rank 2//171
Judge - Trace Labs Global OSINT Search Party CTF 2021.02

Contestant - conINT OSINT Search Party CTF 2020 - rank 54/125

,\ A / p https: / /miguelsantareno.github.io /livehackingevents.html
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TECHNIQUES - GOOGLE DORKING

"miguelsantareno"” site:com

Q Tudo @ Maps (@ Imagens [3) Videos (@ Compras i Mai Ferramentas

Cerca de 581 resultados (0,47 segundos)

Sera que quis dizer: "miguel santareno" site:com

) Imagens de "miguelsantareno” site:com

W

CERTIFICATE

OF COMPLETION
Miguertantarene
Feedback
Ver tudo

https://pt linkedin.com » miguelsant... - Traduzir esta pagina

Miguel Santareno - Cyber Security Specialist & Advisor
Security Researcher. Open Bug Bounty. jun. de 2017 - mar. de 2020 2 anos 10 meses.
https:/fwww.openbugbounty.org/researchers/Miguel Santareno/ ...

Visitou esta pagina 5 vezes. Ultima visita: 30-01-2022

https://twitter.com > miguelsantareno v Traduzir esta pagina
MiguelSantareno - Twitter

OSINT, Darknet and bug bounty :)
Visitou esta pagina 2 vezes. Ultima visita: 06-01-2022

"MIGUELSANTARENO” SITE:COM



& whatsmyname.app

Welcome to WhatsMyName Authors
WebBreacher, Munchko, LOr3m1p5um,

This tool allows you to enumerate usernames across many websites

How to use: mccartney, salaheldinaz, camhoff, jocef

1. Enter the username below, select any filters & click the search icon zewen, jocejocejoe, P3run, OSINT Com

2. Results will present as icons on the left, & in a searchable table on the right Source Repository:

Search Username: Filter by Category:

All (exclude p

Found: 7 Processed

Show All | Show Found | Show Not Found

Twitter archived Instagram

slideshare

https: / /whatsmyname.app /
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