
for

missing

people

OSINT



https://twitter.com/MiguelSantareno 

https://www.linkedin.com/in/miguelsantareno/ 

Miguel Santareno

https://twitter.com/MiguelSantareno
https://www.linkedin.com/in/miguelsantareno/


Porquê?
Porque aconteceu COMIGO



TRACE LABS

https://www.tracelabs.org/ 

https://www.tracelabs.org/


https://www.tracelabs.org/initiatives/search-party 

https://www.tracelabs.org/initiatives/search-party


LEADERBOARD



TECHNIQUES
OSINT



DORKS

“Miguel Santareno” site:com

“Miguel Santareno” missing

“Miguel Santareno” date missing

Common names are harder to find



USERNAME
CORRELATION

https://whatsmyname.app/

https://whatsmyname.app/


REVERSE IMAGE SEARCH
https://yandex.ru/images/

https://yandex.ru/images/


FACEBOOK OCR SEARCH



BREACHED PASSWORDS
https://intelx.io/?s=

https://haveibeenpwned.com/

https://intelx.io/?s=
https://haveibeenpwned.com/


PHONES

NUMBERS

https://epieos.com/

https://sync.me/ 

https://epieos.com/
https://sync.me/


DARKNET

• Discover where missing people work;

• Check if the company got hit by 
ransomware;

• Locate ransomware  .onion address;

• Find the leak of the company on the 
ransomware website.

• List of ransomware .onion websites: 
https://github.com/fastfire/deepdarkC
TI/blob/main/ransomware_gang.md

https://github.com/fastfire/deepdarkCTI/blob/main/ransomware_gang.md
https://github.com/fastfire/deepdarkCTI/blob/main/ransomware_gang.md


LAW ENFORCEMENT PROVIDES 

MISSING PERSON LICENSE PLATE 

EXAMPLE

USING OCR, WE RETRIEVED 

FACEBOOK OF MISSING PERSON 



ON FACEBOOK, WE SEARCH THE 

“USERID” OF THE MISSING PERSON 

USING USERID, WE CAN 

CHECK ON FACEBOOK LEAK 



WITH MOBILE NUMBER/EMAIL, 

WE CHECK LEAKS 



WE CONFIRM OWNERSHIP OF 

THE NUMBER IN SYNCME TOOL

SUCCESS

LET'S RETRIEVE INFORMATION 

IN THE TAP LEAK



PGP KEYSPUBLIC KEYS



THANK YOU

Q&A
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