
HUNTING 0DAYS ON 
WORDPRESS PLUGINS AND 

MAKING PROFIT

• https://twitter.com/MiguelSantareno 

• https://www.linkedin.com/in/miguelsantareno/

• https://miguelsantareno.github.io/ 

https://twitter.com/MiguelSantareno
https://www.linkedin.com/in/miguelsantareno/
https://miguelsantareno.github.io/


TERMS:
COMMON VULNERABILITIES AND EXPOSURES (CVE) - IS A LIST OF PUBLICLY DISCLOSED 

COMPUTER SECURITY FLAWS.

VULNERABILITY DISCLOSURE - REFERS TO THE PROCESS OF IDENTIFYING, REPORTING AND 

PATCHING WEAKNESSES OF SOFTWARE, HARDWARE OR SERVICES THAT CAN BE EXPLOITED.

POC - A PROOF OF CONCEPT (POC) EXPLOIT IS A NON-HARMFUL ATTACK AGAINST A 

COMPUTER OR NETWORK.

ZERO-DAY/0-DAY - IS A VULNERABILITY IN A COMPUTER SYSTEM THAT WAS PREVIOUSLY 

UNKNOWN TO ITS DEVELOPERS OR ANYONE CAPABLE OF MITIGATING IT.

BUG BOUNTY PROGRAM -   BUG BOUNTY PROGRAM IS A DEAL OFFERED BY MANY WEBSITES, 

ORGANIZATIONS AND SOFTWARE DEVELOPERS BY WHICH INDIVIDUALS CAN RECEIVE 

RECOGNITION AND COMPENSATION FOR REPORTING BUGS, ESPECIALLY THOSE PERTAINING TO 

SECURITY EXPLOITS AND VULNERABILITIES.



TERMS:
BOUNTY – MONETARY REWARD FOR A VULNERABILITY FOUND IN A BUG BOUNTY PROGRAM.

GOOGLE DORKING - REFERS TO USING GOOGLE SEARCH TECHNIQUES TO HACK INTO 

VULNERABLE SITES OR SEARCH FOR INFORMATION THAT IS NOT AVAILABLE IN PUBLIC SEARCH 

RESULTS.

BURP SUITE –  IS A SOFTWARE SECURITY APPLICATION USED FOR PENETRATION TESTING OF 

WEB APPLICATIONS.

INTRUDER - IS A POWERFUL TOOL FOR PERFORMING HIGHLY CUSTOMIZABLE, AUTOMATED 

ATTACKS AGAINST WEBSITES.

BRUTE-FORCE - A BRUTE FORCE ATTACK IS A HACKING METHOD THAT USES TRIAL AND ERROR 

TO CRACK PASSWORDS, LOGIN CREDENTIALS, AND ENCRYPTION KEYS.

CVSS SCORE - THE COMMON VULNERABILITY SCORING SYSTEM (AKA CVSS SCORES) PROVIDES 

A NUMERICAL (0-10) REPRESENTATION OF THE SEVERITY OF AN INFORMATION SECURITY 

VULNERABILITY.



CVE-2023-2796 - EVENTON < 2.1.2 - 
UNAUTHENTICATED EVENT ACCESS



DETECTION



REPORTING WITH NO PUBLIC POC - 
WORDFENCE

https://www.wordfence.com/request-cve/

https://www.wordfence.com/request-cve/


REPORTING WITH PUBLIC POC - 
WPSCAN

https://wpscan.com/submit 

https://wpscan.com/submit


CHANGELOG AND FIX

https://docs.myeventon.com/documentations/eventon-

changelog/ 

https://wordpress.org/plugins/eventon-lite/#developers 

https://docs.myeventon.com/documentations/eventon-changelog/
https://docs.myeventon.com/documentations/eventon-changelog/
https://wordpress.org/plugins/eventon-lite/#developers


VULNERABILITY DISCLOSURE - 
WPSCAN

https://wpscan.com/vulnerability/e9ef793c-e5a3-4c55-beee-

56b0909f7a0d

https://wpscan.com/vulnerability/e9ef793c-e5a3-4c55-beee-56b0909f7a0d
https://wpscan.com/vulnerability/e9ef793c-e5a3-4c55-beee-56b0909f7a0d


VULNERABILITY DISCLOSURE - 
WORDFENCE

https://www.wordfence.com/threat-

intel/vulnerabilities/wordpress-plugins/eventon-lite/eventon-

21-missing-authorization-to-event-access

https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/eventon-lite/eventon-21-missing-authorization-to-event-access
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/eventon-lite/eventon-21-missing-authorization-to-event-access
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/eventon-lite/eventon-21-missing-authorization-to-event-access


VULNERABILITY DISCLOSURE - NIST

https://nvd.nist.gov/vuln/detail/CVE-2023-2796

https://nvd.nist.gov/vuln/detail/CVE-2023-2796


FIND TARGETS – GOOGLE DORKING

https://www.google.com/search?q=inurl%3Aeventon_ics_dow

nload

https://www.google.com/search?q=inurl%3Aeventon_ics_download
https://www.google.com/search?q=inurl%3Aeventon_ics_download


FIND TARGETS – SOURCE CODE 
ENUMERATION

https://publicwww.com/websites/%22eventon_ics_download

%22/

https://publicwww.com/websites/%22eventon_ics_download%22/
https://publicwww.com/websites/%22eventon_ics_download%22/


FIND TARGETS – TECHNOLOGY 
DATABASE - WAPPALYZER

https://www.wappalyzer.com/lists/?technologies=eventon

https://www.wappalyzer.com/lists/?technologies=eventon


FIND TARGETS – NUCLEI

https://github.com/projectdiscovery/nuclei-

templates/issues/7663

https://github.com/projectdiscovery/nuclei-templates/issues/7663
https://github.com/projectdiscovery/nuclei-templates/issues/7663


FIND TARGETS – NUCLEI

https://github.com/projectdiscovery/nuclei-

templates/issues/7663

https://github.com/projectdiscovery/nuclei-templates/issues/7663
https://github.com/projectdiscovery/nuclei-templates/issues/7663


CREATING BETTER POC

https://portswigger.net/burp 

https://portswigger.net/burp


CREATING BETTER POC

https://portswigger.net/burp 

https://portswigger.net/burp


CREATING BETTER POC

https://portswigger.net/burp 

https://portswigger.net/burp


CREATING BETTER POC

https://portswigger.net/burp 

https://portswigger.net/burp


REPORTING - BUGCROWD

https://www.bugcrowd.com/

https://www.bugcrowd.com/


REPORTING - INTIGRITI

https://www.intigriti.com/

https://www.intigriti.com/


REPORTING - HACKERONE

https://www.hackerone.com/

https://www.hackerone.com/


REPORTING - YESWEHACK

https://www.yeswehack.com/

https://www.yeswehack.com/


PAYOUT EXAMPLE



CVE STATS



Q&A
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